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ABSTRACT

Information security started as an IT operation process and is now recognized as an important issue of information
technology, and each international organization is newly defining the concept. Information security itself is a new
combination of IT technologies, a set of technologies and a technology area. As IT outsourcing becomes common in many
public sectors, SLAs are introduced to evaluate the level of IT services. In the area of information security, many studies
have been conducted on the derivation and selection of SLA performance indicators, but it is difficult to find a way to
apply the performance indicators to service level evaluation and performance systems.

This thesis conducted a study on the application of a service evaluation system for information security performance
indicators based on the public sector and a performance system including compensation regulations. It presents standards and
rewards(incentive and penalty) that define expectation and targets of performance indicators that take into account the
environment and characteristics of a specific public sector, and defines appropriate SLA costs. It proposes a change plan for
the organizational structure for practical SLA application and service level improvement.

Keywords: SLA Measurement, Evaluation, Incentive and Penalty
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T Fe ANE o AEdA flgste] F33) AR Hek SLA Ao 1] AAe] F8eHict
= 55 1T okxaAelet 3la, olF flsli«e 2 FAAL] Eshe AAA gk 2
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Hosjeh IT obaAS 541 WAF Mulz e & SLAE IT 43 HBHel ¥Fog Hilx
2 AAE f Helel e} vhekgk frao]l EAfsiA, = oS Bolmw glth o] ERoAE oleldh &
zA 8] ] FA} Sl whe} chekgk wple] Aok Aol whet Bl SLA AAAEE A - A3 F
S A}, ofgaA] Aok 2o BEE ofg-a 850 upE v)gol ue} RAAAE HEshe Wl
nhalo] zufAe]gl o) 2o 73] Wstel Tdok S AAs L g
W 7bA] WSt we AeA] olpalulA o A3t
=3 gl 2.2 ITSMUT Service Management)z} ITIL(IT
IT7} el A& Zolahida] 1T dF-Fol3l Infrastructure Library)(8)(9)(10]
W ARuele FeAo] gl 7t} o]d] 2o}
YA 7| AR Kl Fe] AR AFRuAE e ITARl 2 o ARAE 58 ITH
=2 AASHEA IT =93 AwRgke /dzew ARFE P ol et FFE olFx
el S Bl dAE IT 999 od4E glen TSzl ZHEFAAE o% A A
o2 ARKHal A2yt TFE ] HekAAE 3 S1ErstaL gich o]@ Wiste] wpe} An]2 o8I Al=
o ZRA~E AFE Eheta ot oA AlFshe Au|2aot S wgk $F2 A
e, Arweke] FaAe]l iy we} 7 B 25 Al 9 Qs A ol gl
714dellA s IT felitAel MER el ] FAE [TobaA S Faatla] Mujs~ Fdo oigk w
=73 glon ®mel ye] A Bl mohm = FAe] st WAt oalaE BEC
qb ohdel AHEQE Fof FAA £ 2 olYS 2 Qlgh AeitA, vz QAR ‘ﬂx] A
=z o g falaka giok IT #e] Hofel Auw [T, Alzd £ 2 Z2A20 7HA gl AA
oF Bob= Als WIS QFANES 2EA]7]7] 9] Solth. oldl ITAHu~E 3] 9138 Z2Ax
& Az 2F gy A E Fa) A2l E SR o) zglo] A=t ITSM ol diEAel =
o] o}aA £F AL 93 SLAE AHHHM ZAl2~ 2de eSCM, CMMI, ITIL Z®x
E35t5 Al AAo] &= Av}, AHE 7] A COBIT %°] 2ut.(8)(9) (Table 1) 7} Z=2A
A3} spolEefelela] o FA o]d) Aol A7HA £ 2 S-S veEIn

Table 1. ITSM Process Model

Frocess Model Definirion Scope Specification
= The e-sourcing competency evaluation model first = IT Cutsourcing Business = Model for IT outsourcing business
—" released version 1.0 in Nowvember 2001 by the IT Services | Life Cycle selection and management
. -—;-m; . Qualification Center {ITSQC) of Carnegie Mellon = b-step competency certification model
s relns University in the United States.

iliey Model) P i
Cepsbiliey Nodel)| oo objectively evaluate the competency level of service

providers and improve the quality level in IT cutsourcing

= Best practice library in ITSM = the Service Lifecycle from = Process optimization through best
= Initially. mainly IT infrastructure operation IT planning to service practices
ITIL = Divided into all process areas required for menitering design, operation, = Continucus improvement through
and aress to operate and support them improvement, and strategy plan-do-check-act activities
= Best Practices in System Design/Build = Systems analysis, design, =4 areas including process
NI = Certification model for systems engineering maturity development and testing management, project management,
'Capshllr; process engineering, and support

= Define erganizational maturity from
Level 1 {Initial) to Level 5 {Optimizing)

= [T management model developed by ISACA (Information | = Planning. crganization, = Used in guidelines for comprehensive
COBIT System Audit and Control Association) intreduction and management systems for managers
(Control = To achieve contrel objectives for IT and provide construction, and IT managers
i guidance on IT governance operation/support, * Use of IT audit tocls
monitoring ares
T-a};3135:1 throughout the IT

management process
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SLA Methodology
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| Diagnosis | | D finition | Definition SLA Review Inmplerrentatign) Management
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Risk

Fig. 2. SLA Methodology

3.2 HERE0H NH|A B R Auner Au|ag AR AEs,
olzeh o ARl BebdAl Au]az vRert
dnbz o @ [TAMB|2= IT 373-& #4131 AMn A Au|at 229 14 F4 Bk o} 9]
2 R ERska Aoghel. ITAHu) 2 "= 5 Helo] U] Egpdon 223 4 3115 gae 2
2 ZRAAE JFseH she s e B ITA 2lalo] Ao A Eiomieﬂ A7) 97F A
8o Ao o] FolAlrt (8 zmzu GLIESS 2% Agdch o 2 AATE 75 &, #HA
Hoks 9% ZRAAE 7%6}711 3= HokA|xgle 7px) As) AnkellA] wAe] 143k %zﬂ% & 2s}
A3 ez ofFeAleld, ALES Y, FF=do o wAe] wl=YAs BxE gAse o f-83 AR
S 2L IT Ao FAH Heb A AA 2 24 JeS Agech w3 =2
olgd HR= FF TAAE ZeAxe] o AEZ Q7 Al A7 98 RE FA] 29S
= Agshr, SLA A3 % AAC 7|Ee] "t Adsta Haskslr] g sAne 2 $AEE
# gl

g

CLNE CRR N PR B ER N PSR 4
of Agehe wak Al elzee] e T} @ e} £of Aplae 2
o} (Fig. 3)3} 2] 4nuek 74843 A wol £ olgd s IT

luswin>od

Information Security Service

Consulting Infrastructure Operation Security Monitoring & Control
System
Network Security Data Security Server Security Client Security Security Management
APP H/W
Network Security Data Security Client Network Storage
Fire Private Acesss
wwan) (_1PS_(IPs Control PC, PWS WAN SAN
Anti oLe DRM Notebook LAN NAS
DDos APT APT Encryption )
IPC/PDA Switching DAS (4
Security ManagemenServer Security || Client Security -8
SIEM) ( Certification é:c;i; Mobile” Block | || Peripheral device, Server Back up o
Security. spam
™S PMS SM3 Anti Print UNIX VL
Virus
Barcode WIN TPL
S/W
Scanner Linux
o/s WAS DB

Fig. 3. The Configuration Items of Information Security
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Table 2. The comparison of Operation Process

The operation management
ITIL

guidelines of Information system

Configuration Management Service Deshk

Change Management Incident Management

Qperation Statemment Management Problem Management

Capacity Management Change Management

Performance Management Release Management

Incident Management Configuration Management

Process

Problem Management Service Level Management
Backup Management Capacity Management
Request Management Continuity Management
Informetion Systern Reom Managerent | Availability Management
Service Level Managemsnt Financial Management
Financial Manhagement
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SLA OLA

(A1%)

Percentage of Security System

Security Release Uptime(B2%)
(A2%) | Firewallazi%) /

Percentage of Security Incidents

Network Security » handled within agreed response
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Table 3. The Weight Percentage of KPI

Survey| Percentage of

Service Rate OLA KPI Score Weight
Percentage of Handled security vulnerabilities 99 0,594
Security Consulting | 100% [Percentage of Privacy Encryption 95 0.217
Number of mock hacking vulnerabilities found 920 0.129

Percentage of Handling lllegal Access 98 0.271
Persentage of Security Patch handled
lwithin agreed respanse time

Infrastructure Operation | 100% Persentage of handled Operation Systems' Patch 97 0.188
Percentage of Account Check 96 0.133
Number of Security System Incident 94 0.102
Percentage of Security System Uptime 93 0.069
Percentage of Back-up Success 20 0.051

Persentage of Security Incidents handled
within agreed response time

Security 100% Persentage of Vaccine installation 97 0.311
Monitoring&Control Percentage of Handling vulnerabilities 95 0.189
Percentage of unauthorized software installations 2 0.111

Percentage of Receive Spam Mail N 0.078
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Fig. 6. The Definition of SLA KPI Standards
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(Appendix 1) The Survey of Information Security KPI

Process Key Performance Indicator Process Key Performance Indicator
Percentage of Incidents closed by the Service Desk| oo bercontage of Preventive inspection cap_1
Request  |without reference to other levels of support
M it Capacity
aNagement |- ctomer Satisfaction REQ 2 pacity Percentage of Inspection cap_2
Management
Number of Server Incident INC_1 Percentage of Resource Threshold Compliance |CAP_3
Continuity
Number of Network Incident INC_2 Percentage of Server Redundancy CNT_1
Management
Incident | Mumber of Security System Incident INC_3 percentage of Back-up Success BAC_1
Management Backu -
Persentage of Incidents handled INC_4 P |percentage of Backup Recovery Training BAC_2
within agreed response time Management
Tatal numbers of repetitive Incidents INC_S percentage of Backup failure BAC_3
Tatal numbers of Incidents INC_6 Percentage of Connection Blocking SEC_1
Problem
persentage of handled problem PBM_1 percentage of Handled security vulnerabilities  |SEC_2
Management
Change |Persentage of Change handled CHA_1 percentage of Account Check SEC_3

Management |within agreed response time
Persentage of Security Patch handled

Persentage of Security Incidents handled

‘ ! REL_1 ‘ ‘ sec_a

\within agreed response time \within agreed response time

Release

Persentage of handled Operation Systems' Patch  [REL_2 percentage of Handling Illegal Access SEC_s

Management
security

Persentage of Vaccine installation REL3 | p1anagemant Percentage of unauthorized software installation| SEC_6
Configuration |Percentage of The accuracy of con_t sercentage of Receive Spam Mai sec 7
Management |Configuration Information

Percentage of Server Uptime Ava_1 Percentage of Privacy Encryption sec_e

Avallabiity |PErcentage of Network Uptime Ava_z Number of mock hacking vulnerabilities found |SEC_9

Management |, - entage of Security System Uptime AVA_3 percentage of Handling vulnerabilities SEC_10

Response Time AvA_a

REQ_1 [REQ_2 [INC_1 [INC_2 [INC_3 [INC_4 [INC_5 [INC_6 [PBM_1]cHA_1 [REL_1 [REL2 [REL_3 [CON_1[AVA_1 [AvA_2 [AvA_3 [AvA_4
1 1 3 3 5 2 3 2 2 2 5 5 5 5 2 2 5 2
1 1 2 2 5 1 3 1 3 1 4 4] 4 3 1 1 5 1
1 1 1 1 4 1 1 1 2 1 5 B 5 2 1 1 B 1
3 3 2 2 4 2 2 2 2 2 4| 4| 4 2 1 1 4] 2
2 5 2 3 4 5 1 1 2 1 5 5 5 2 3 3 4 1
2 2 4| 4] 5 4 2 4 4] 4| 5 s 5 4] 4] 4| s 2
3 3 4| 4] 5 4| 3 4 4] 4| 5 5 5 4] 4| 4| 5 3
2 2 4 4 5 4 3 4 4 4 5 5 5 5 5 5 5 3
4 4| 4| 4] 5 5 5 5 4] 5 5 5 5 4] 4| 4| 4] 4
5 5 3 3 3 3 5 3 3 5 5 5 5 5 3 3 4] 3
5 B 5 B 5 5 B 5 B 5 5 B 5 5 B 5 B 5
3 2 5 3 5 5 3 5 4] 4| 5 5 5 5 3 3 5 4
1 3 5 5 5 5 5 5 5 4 5 5 5 5 4 4 5 4
5 s 3 3 4 5 3 5 2 3 5 s 5 5 s 5 s 3
3 3 4 4] 5 5 5 5 5 5 5 5 4 5 4| 4 5 4
3 4 5 5 5 5 4 5 4 4 5 5 5 5 4 4 5 3
5 2 3 3 5 4 3 3 5 4| 5 s 5 5 4| 4| 4] 3
4 3 4 3 5 4 3 4 5 4 5 5 5 4 3 4 4 3
3 3 5 B 5 5 B 4 B 3 4 4 5 4 4 4 4 4
4| 5 4| 4] 5 5 5 3 5 2 5 5 5 3 3 3 5 3
50| 62 72 0] e 79 60 7 75 67 o7 o7 97 82 67 s8] o3 58

CAP 1 [CAP_2 [CAP 3 [CNT 1 [BAC 1 |BAC 2 [BAC 3 [SEC 1 |SEC_2 [SEC_3 [SEC_4 [SEC_S [SEC_6 |SEC_7 |SEC_B [SEC_@ |SEC_10
3 4 3 3 4 4 4 B B 5 B B B B 5 5 B
3 2 2 2 4 4 3 B B 5 B B 4 B 5 4 B
2 2 1 1 5 5 5 5 5 5 5 5 5 5 5 5 5
3 3 2 2 4 4 4 4 5 4 5 4 4 5 5 4 4
2 2 1 1 5 5 5 5 5 5 5 5 5 5 4 5 5
4 4 4 4 4 4 4 4 5 5 5 5 5 5 5 5 5
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
5 5 5 5 5 5 5 5 5 5 5 5 5 5 5 5 5
4 5 4 4 5 4 4 5 5 5 5 5 5 4 5 5 5
3 5 3 3 5 3 5 5 5 5 5 5 5 3 5 5 5
5 5 5 4 5 5 5 5 5 5 5 5 5 4 5 5 5
5 5 4 5 4 5 5 4 5 5 5 5 5 5 5 5 5
4 4 4 4 4 3 5 5 5 5 5 5 4 3 5 4 5
3 3 3 3 3 3 3 3 5 5 5 5 5 5 3 4 5
4 4 4 5 5 5 3 3 5 5 5 5 5 5 4 5 5
5 5 4 4 5 5 4 4 5 4 5 5 5 4 5 5 5
5 4 4 4 5 5 4 4 5 5 4 5 4 4 3 4 4
5 5 4 3 4 4 4 3 5 5 4 5 4 5 4 3 4
5 5 5 4 5 4 4 4 5 4 5 5 4 5 4 4 4
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(Appendix 2) SLA KPI Survey Results

Process Key Performance Indicator Process Key Performance Indicator
Request P?rcen‘fage of Incidents closed by the Senvice Desk REQ_1 . Percentage of Preventive inspection CAP_1
Management without reference to other levels of support Capacity
Customer Satisfaction REQ 2 | Management |Percentage of Inspection CAP2
Number of Server Incident INC_1 Percentage of Resource Threshold Compliance CAP_3
Number of Network Incident INC_2 Continulty Percentage of Server Redundancy CNT_1
Management
Incident  [Number of Security System Incident INC_3 Percentage of Back-up Success BAC_1
Management P?rs?ntage of Incidents Pjandled INC.4 Backup Percentage of Backup Recovery Training BAC.2
within agreed response time Management
Tatal numbers of repetitive Incidents INC_5 Percentage of Backup failure BAC 3
Tatal numbers of Incidents INC_6 Percentage of Connection Blocking SEC_1
Problem Persentage of handled problem PBM_1 Percentage of Handled security vulnerabilities SEC2
Management
Change Pérs.entage of Change ha.ndled CHA1 Percentage of Account Check SEC 3
Management |within agreed response time
Persentage of Security Patch handled REL 1 Persentage of Security Incidents handled SEC 4
Release  |within agreed response time - Security within agreed response time -
Management |Persentage of handled Operation Systems' Patch REL_2 Management Percentage of Handling Illegal Access SEC5
Persentage of Vaccine installation REL 3 Percentage of unauthorized software installations SEC 6
Configuration Percs.en‘[ags: of The accu.racy of CON_1 Percentage of Receive Spam Mail SEC_7
Management |Configuration Information
Percentage of Server Uptime AVA_1 Percentage of Privacy Encryption SEC_8
Availability |Percentage of Network Uptime AVA_2 Number of mock hacking vulnerabilities found SECS
Management |Percentage of Security System Uptime AVA_3 Percentage of Handling vulnerabilities SEC_10
Response Time AVA_4

(Appendix 3) SLA KPI Definition

Metric Percentage of Security System Uptime
Definition The percentage of time that the entire T service is fully operated according to the quality level
Object Metwork Security System, Server Security System, Client Security System
Formula {1-Total Incident Time/ The planned Service Time)=100%
Expected Metwork Security System Server Security System Client Security System
Level Level 98.43 99.80 98.92
Definition MiRirmum Metwork Security System Server Security System Client Security System
Level 98.00 99.40 97.00
Source The Incident Report
Data
Measurement | Standard | Service hours excluding Incident time
Standard Measure (;alculate the actual sgrvice L_|ptime py summing the_unpllanned service downtimg measgred du
ring the planned service uptime pericd and subtracting it from the planned service uptime.
Cycle Maenthly meeting
Report plan = Service utilization rate calculated on a monthly basis
Condition = Calculated as serv?ce ?nterrupt?on ?n case of simultaneoug clustering failure
= Calculated as service interruption in case of DB server failure
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